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Abstract. Online privacy is a topic that directly impacts individual freedom, and its protection is crucial to ensure security and
individual liberties. It affects the safeguarding of personal information, freedom of expression, access to information, protection
against surveillance, and protection against online manipulation. This work aims to address issues of online privacy and the
balance between security and individual liberties. To achieve this, the neutrosophic COPRAS method was employed to evaluate
strategies that involve the creation of specific regulations and policies to protect the online privacy of citizens. The study con-
cluded that public-private collaboration and ongoing dialogue are essential for developing fair and effective solutions that benefit
society as a whole.
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1 Introduction

Online privacy and the balance between security and individual liberties have become increasingly important
issues in the digital age. As technology advances rapidly, daily life is becoming more intertwined with the online
world, raising critical issues related to the protection of personal data, privacy, and cybersecurity. In this context,
the need to ensure people's privacy online without compromising security has become a fundamental challenge for
governments, businesses, and citizens alike.

On one hand, cybersecurity has become an urgent priority, as cyberattacks and online threats are becoming
more sophisticated and frequent. Protecting online systems and infrastructure is crucial to maintaining the integrity
of business operations, critical infrastructure, and ultimately, national security. However, these security measures
should not jeopardize individual freedoms or undermine people's privacy. In the case of Ecuador, the Constitution
of the Republic, in Article 66, paragraphs 19 and 20, establishes the right to the protection of personal data and the
right to personal and family privacy [1].

On the other hand, online privacy is a fundamental right that is in constant tension with the need to protect
oneself from cyber threats. Companies and organizations collect large amounts of personal data, raising questions
about how this data is used and shared and whether individuals have real control over their information. Regulation
and transparency are crucial to ensuring that people can make informed decisions about their online privacy.

Figure 1. Main threats to privacy. Source: own elaboration.

Online Surveillance

» Government agencies and
companies can collect
personal information from
online users without their
knowledge or consent,
which can jeopardize their
privacy.

Identity Theft

« Identity theft is a constant
and global threat in the
digital age. Hackers can
steal personal information
such as credit cards, social
security numbers, social
media passwords, or
banking data, leading to
serious consequences.

Private Information Leaks

« Social networks are a
common source of private
information leaks. Users
may share personal
information excessively,
drawing the attention of
hackers who can turn their
private account into a
nightmare.

Bank Fraud

* Online users can fall victim
to bank fraud, where
hackers gain access to their
bank accounts and steal their
money.
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In this context, the conversation about balancing cybersecurity with privacy protection has become increasingly
relevant. Regulation, cybersecurity education, sector collaboration, and the promotion of privacy technologies are
just a few strategies used to address this challenge. Achieving an appropriate balance between online security and
individual freedoms is essential to ensure that people can enjoy the benefits of the digital age without compromis-
ing their fundamental rights. This is a complex but essential task that requires a multi-disciplinary approach and
active participation from society as a whole.

The Ecuadorian state has sanctioning laws that are restrictive for society; however, when society presents illicit
acts, it adapts with the criminal type to obtain not only the execution of the act itself but also a proportionate
sanction. Thus, the Comprehensive Organic Criminal Code sanctions the crime of Invasion of Privacy, in its Arti-
cle 178a, stating that a person who, without consent or legal authorization, accesses, intercepts, examines, retains,
records, reproduces, disseminates, or publishes personal data, data messages, voice, audio and video, postal objects,
information contained in computer media, private or reserved communications of another person by any means, is
subject to penalties [2].

Today, within social networks, the violation of personal privacy through the publication or dissemination of
intimate content is increasingly common. It is asserted that the Ecuadorian state does not guarantee the protection
of personal data, and those who engage in these actions do not receive the sanctions established by law. In the
Ecuadorian state, neither the legal nor the technological security and privacy of personal information leaked on
social networks are guaranteed.

In the digital age, privacy has become a matter of great importance due to the vast amount of personal infor-
mation shared online. Privacy on the internet has always been a controversial issue. This is a fundamental right
that must be protected both outside and inside the internet, as many users are unaware of who accesses their per-
sonal information and how it is used.

The use of the internet has popularized a series of rights such as freedom of information and freedom of ex-
pression. At the same time, it has posed serious risks to the integrity of other fundamental rights, no less important,
such as the right to the protection of personal data and the right to privacy, i.e., those that affect the sphere of
people's privacy [3]. Social networks, like almost all phenomena of great relevance to human groups, act as double-
edged swords.

One constant threat of internet use is identity theft, but some measures can be taken to prevent it. Here are some
ways to prevent identity theft:

1. Protect Personal Information: Keep your financial records, Social Security and Medicare cards, and any
other documents with personal information in a secure place. When you decide to discard these documents,
shred them before throwing them away. If you receive account statements with personal information by
mail, retrieve your mail from the mailbox as soon as possible.

2. Monitor Your Bank and Credit Accounts: Regularly review your bank and credit accounts for suspicious
activity. If you notice anything unusual, contact your bank or credit card company immediately.

3. Change Your Passwords Regularly: It's important to change your passwords regularly and use secure and
unique passwords for each account.

4. Download Apps from Official Sites: Make sure to download apps only from official sites and avoid using
computers in cybercafés or connecting to public networks.

5. Enable Facial Recognition or Fingerprint: Use these tools to unlock your mobile device, as only you will
be able to activate it.

To identify if you have been a victim of identity theft, you should be vigilant for warning signs. These may
include charges or purchases you didn't make, bills or collection notices for services you didn't sign up for, calls
or emails from companies you haven't contacted, notifications of credit or debt you didn't request, inability to
access online accounts, and notifications of address changes you didn't initiate. If you suspect you've been a victim
of identity theft, it's important to take immediate steps to protect yourself and recover the stolen information.

Once you suspect you have fallen victim to identity theft, it's crucial to take immediate action to minimize the
damage. Some of these actions include:

e Contact the fraud department of the companies, banks, or credit unions where compromised accounts
exist. Explain that you have been a victim of identity theft and request them to close or freeze the com-
promised account.

Reach out to the police department to report the crime and obtain a police report.

Visit the website of the Federal Trade Commission where you can report identity theft and create a plan
for recovery after identity theft.

Decide whether to freeze the credit report for security.

Place a fraud alert or freeze the credit report.

Change passwords for all online accounts.

Review bank and credit card statements for any suspicious activity.

Notify major credit bureaus to place fraud alerts and freeze credit.
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e Document all unauthorized transactions and be patient, as the process may take several months.

To identify if a website is secure before sharing personal information, you can check the SSL certificate. You
should analyze if the site looks trustworthy, use only trusted websites, read the privacy policy, verify the contact
information, look for reviews and comments, and use antivirus software and a firewall.

The protection of privacy is generally recognized in Article 12 of the Universal Declaration of Human Rights.
Two decades later, the Covenant on Civil and Political Rights was signed in New York, and Article 17 determines
that no one shall be subjected to arbitrary or unlawful interference with their privacy, family, home, or correspond-
ence, nor illegal attacks on their honor and reputation. (...) Everyone has the right to the protection of the law
against such interference or attacks. The privacy of children and adolescents [4].

Scammers use a range of methods, from traditional ones like stealing your mail to high-tech approaches such
as cyberattacks on banks, retailers, and other companies storing consumer data. They may pretend to be from
utility companies, banks, or major tech firms to obtain personal information or send phishing emails with links
that can infect your device with data-collecting malware.

Online education is crucial to teach users about online privacy and how to protect their personal information.
Online users must be aware of the risks and know how to safeguard themselves. They should be familiar with
online rights to protect individual freedom, express themselves without fear of censorship or persecution, and
access the internet without discrimination based on race, gender, religion, or any other factor.

On the other hand, the digitization of education has brought many benefits but has also raised concerns about
student privacy. Children and adolescents are particularly vulnerable to privacy violations. Current education styles
set expectations where students must be more actively involved and engage in flexible communication scenarios
that allow them to learn independently regardless of place and time.

Given recent privacy breaches involving mobile apps and geolocation services, privacy advocates have inten-
sified their message, warning citizens about the dangers associated with apps designed to combat COVID-19.
These warnings, combined with the widespread desire for privacy among mobile device users, jeopardize the ef-
fectiveness of these apps. Convincing people to participate and install these apps poses a challenge for public
health authorities and technology providers [5].

Identity theft is a growing crime that affects millions of people each year. It is important to take measures to
protect personal information and minimize the impact of this crime. The protection of personal data in the field of
information and telecommunications services is a topic that requires attention. Therefore, it is necessary to identify
regulations, techniques, and tools that safeguard and effectively ensure the protection of the personal data of users
of convergent services.

Online privacy and the balance between security and individual freedoms are issues of critical importance in
today's society. With the continuous advancement of technology, the way information is shared, communicated,
and transactions are conducted has undergone a radical change. Digitization has led to an exponential growth in
the amount of personal data generated and stored online, raising concerns about how this data is handled and
protected.

Therefore, the general objective of this research is to address issues of online privacy and the balance between
security and individual freedoms.

Specific objectives:
» Develop clear and equitable online privacy policies.
» Promote public awareness of the importance of online privacy.

2 Materials and methods
2.1Neutrosophic COPRAS Method

The Neutrosophic COPRAS (Classificatory and Ordinal Positional Ranking Algorithm by Similarity) [6, 7] is
a mathematical method used in multicriteria decision-making, where different criteria are combined, and neutro-
sophic weights are assigned to classify and rank alternatives [8-13]. It is applied in complex situations where
multiple factors, criteria, and the inclusion of indeterminacy must be considered to evaluate and select options.

Before delving into the Neutrosophic COPRAS method, it is essential to define the neutrosophic set under
analysis. This set is characterized by the elements: true v, indeterminate ¢, and false ¢ of x in h, respectively, and
their images constitute standard or non-standard subsets within the range (0;1). For X in the universe of discourse,
the neutrosophic set of a unique value h on X is defined as an object in the representation h =
{0 v (), (), Pr(X)): x € X} [9-14]. Where vy, (x), o, (x), ¢, (x) satisfy the following condition 0 <
v, (x) + @ (x) + ¢p(x) < 3 for all x € X. For modeling the neutrosophic COPRAS method, each neutrosophic
number is expressed in the form (c, d, e). Therefore, it is defined as follows:

e c= v, (x) for the true membership functions.

e d = @y (x) for the indeterminate membership functions.
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o ¢ = ¢y (x) for the false membership functions.

The neutrosophic number defined for the study is determined as h = (c, d, e), where ¢, d, e, € {0,1}, and it
satisfies the following condition: 0 < ¢ +d + e < 3. Thus, the scoring function Y of a neutrosophic number is
defined by the following equation [10]:

1+c—2d-
Y(h) = c . e D

The Neutrosophic COPRAS method involves the following mathematical methodology:
o Criteria and alternatives are defined: The relevant criteria and alternatives to evaluate and compare
are identified.
o Assignment of weights to the criteria: The relative weights of each criterion are determined to reflect
their importance in decision-making (Table 1).

Table 1. Neutrosophic linguistic terms used to evaluate the criteria. Source: own elaboration.

Linguistic term SVNN
Very Important (V1) (0.95,0.15,0.14)
Important (1) (0.7,0.2,0.25)
Medium (M) (0.50,0.55,0.5)
Not Important (NI) (0.3,0.8,0.80)

Not Very Important (VNI)  (0.10,0.90,0.95)

o Evaluation of alternatives: The alternatives are evaluated for each criterion and a score is assigned
(see Table 2).

Table 2. Linguistic terms used to determine and evaluate the proposed alternatives. Source: own elaboration.

Criterion SVNN
Extremely good (EG) (1,0,0)

Very very good (VVG) (0.9,0.1,0.1)
Very good (VG) (0.8,0.15,0.2)
Good (G) (0.7,0.25,0.3)
Moderately good (MDG) (0.6,0.35,0.4)
Medium (M) (0.5,0.5,0.5)
Moderately bad (MDB) (0.4,0.65,0.6)
Bad (B) (0.3,0.75,0.7)
Very bad (VB) (0.2,0.85,0.8)
Very very bad (VVB) (0.1,0.9,0.9)
Extremely bad (EB) (0,1,1)

Normalization of scores: Scores are normalized to ensure that all alternatives are comparable.
Calculation of the association rules matrix: The association rules matrix is used to combine normal-
ized scores and criteria weights to calculate a final score for each alternative.

e Ordering of alternatives: The alternatives are ordered based on their final score to determine the best
option.

Furthermore, the COPRAS Neutrosophic method is capable of simultaneously delineating ratios between the
ideal and the worst solutions, in a step-by-step classification and evaluation of the alternatives in terms of their
neutrosophic importance and degree of usefulness [11-15]. The COPRAS Neutrosophic method algorithm consists
of the following steps:

Step 1: Calculation of the normalized decision matrix xj;;, using equation (1).

Xhij

)

X
x 2 s mm  —

hij m
i=1Xhij

Step 2: Determine the weighted normalized decision matrix Dy, according to equation (2).
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Where x3;; is the value of the normalized performance of i, alternatives in j, criteria and wy; is the weight
associated with the j,; criteria.

Step 3: The sums S;,. and S;_ of the weighted normalized values are calculated for both the beneficial (B) and
non-beneficial (NB) criteria respectively. These sums S;, and S;_are calculated by equations (1), (4) and (5) re-

spectively.
K
Sy = Z D;; (4)
=1
k
Sy = Z D;; (5)
=

Step 4: Determine the relative importance of the alternatives Q; using Equation (6).

7L Si-
Q=Si+ T (6)
= j=15i_
The relative importance Q; of an alternative shows the degree of satisfaction achieved by this alternative.
Step 5: Calculation of the performance index P; of each alternative, using Equation (7):

p. = &
' Qmax

Where Q.. 1S the maximum value of relative importance. The performance index value P; is used to obtain a
complete ranking of the candidate alternatives.

Finally, the neutrosophic COPRAS method allows combining different criteria and weights to evaluate and
select alternatives in complex multi-criteria decision-making situations with the inclusion of the indeterminacy of
the solution [12-16-17].

-100 ©)

3 Results
Method Development
To choose the best alternative, there are 5 important criteria to consider:

Cybersecurity - C1

Right to online privacy - C2
Protection of personal data - C3
Access to public information - C4
Governmental oversight - C5

Alternatives

1. Cybersecurity education: Promote education and awareness about cybersecurity to empower individuals
to better protect themselves online.

2. Online privacy laws: Establish regulations and laws that safeguard the right to online privacy, limiting
the collection and use of personal data without consent.

3. Data protection regulation: Implement robust regulations to ensure the protection of personal data, in-
cluding measures to prevent data breaches and misuse.

4. Public information access portal: Create an online portal that facilitates access to public information to
promote government transparency and empower citizens.

5. Independent oversight: Establish an independent government oversight body to ensure compliance with
cybersecurity, data protection, and online privacy standards, holding the government accountable for ad-
hering to these standards.
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This section explores the general causes affecting online privacy and presents the results of the conducted
study.

Table 3. Alternatives.

Alternatives  Cyber secu-  Right to pri- Personal data  Access to Government
rity vacy online protection public infor-  oversight
mation
C1 C2 C3 C4 C5
Al (0.6,0.35,0.4) (0.4,0.65,0.6) (0.3,0.75,0.7) (0.5,0.5,0.5) (0.5,0.5,0.5)
A2 (0.4,0.65,0.6) (0.5,0.5,0.5) (0.6,0.35,0.4) (0.6,0.35,0.4) (0.5,0.5,0.5)
A3 (0.5,0.5,0.5) (0.7,0.25,0.3) (0.3,0.75,0.7) (0.4,0.65,0.6) (0.3,0.75,0.7)
A4 (0.4,0.65,0.6) (0.3,0.75,0.7) (0.4,0.65,0.6) (0.3,0.75,0.7)  (0.4,0.65,0.6)
A5 (0.4,0.65,0.6) (0.7,0.25,0.3) (0,1,2) (0.4,0.65,0.6) (0.7,0.25,0.3)
Table 4. Calculation of the normalized decision matrix x;;.
Alternatives C1 C2 C3 C4 C5
Al (0.2,0.85,0.8) (0,1,1) (0,1,1) (0.2,0.85,0.8)  (0.2,0.85,0.8)
A2 (0,1,2) (0.2,0.85,0.8)  (0.3,0.75,0.7)  (0.3,0.75,0.7)  (0.2,0.85,0.8)
A3 (0.2,0.85,0.8) (0.2,0.85,0.8)  (0,1,1) (0.2,0.85,0.8)  (0,1,1)
A4 (0,1,2) 0,1,1) (0.2,0.85,0.8) (0,1,1) (0,1,2)
A5 (0,1,1) (0.2,0.85,0.8) (0,1,1) 0,1,1) (0.3,0.75,0.7)
Table 5. Weighted normalized decision matrix D;;.
C1 Cc2 C3 C4 C5
Weight  (0.3,0.8,0.80) (0.10,0.90,0.95)  (0.3,0.8,0.80) (0.10,0.90,0.95)  (0.10,0.90,0.95)
Al (0.6,0.35,0.4) (0.2,0.85,0.8) (0.4,0.65,0.6) (0.3,0.75,0.7) (0.3,0.75,0.7)
A2 (0.4,0.65,0.6) (0.3,0.75,0.7) (1,0,0) (0.4,0.65,0.6) (0.3,0.75,0.7)
A3 (0.5,0.5,0.5) (0.4,0.65,0.6) (0.5,0.5,0.5) (0.3,0.75,0.7) (0.2,0.85,0.8)
A4 (0.4,0.65,0.6) (0,1,1) (0.7,0.25,0.3) (0.2,0.85,0.8) (0.2,0.85,0.8)
A5 (0.4,0.65,0.6) (0.4,0.65,0.6) (0,1,1) (0.2,0.85,0.8) (0.4,0.65,0.6)
Classi- B B B NB B
fication
Table 6. Determine S;_, S;,, Q; and P;.
Sit Si_ 1/S;_ Q; P; Ranking
Maximum 2,239
Al 1,736 0.327 3.058103976 1995 89.1% 4
A2 2,042 0.429 2.331002331 2,239 100.0% 1
A3 1,702 0.288 3.472222222 1996 89.2% 3
A4 1,597 0.2055 4.866180049 2009 89.7% 2
A5 1.4215 0.2505 3.992015968 1,759 78.6% 5
Total 1,500 17,720

After applying the Neutrosophic COPRAS method, it has been determined that alternative A2 is the one that
best fits the established criteria, as it has the highest weighted score. This weighted score is obtained from a com-
bination of the scores assigned to each alternative for each criterion and the previously established weights for the
criteria.
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Recommendations are proposed that can contribute to effectively addressing online privacy issues and balance
security with individual freedoms.

» Develop robust regulations: Implement strong laws and regulations that protect online privacy and
balance cybersecurity with individual freedoms. These regulations should address the collection and
use of personal data, as well as required security measures.

» Promote cybersecurity education: Encourage cybersecurity education from an early age so that people
are aware of online threats and know how to protect their personal information.

» Foster transparency: Organizations and companies should be transparent about how they collect, use,
and share individuals' data. This includes providing clear consent options and allowing users to con-
trol their data.

» Promote the adoption of privacy technologies: Encourage the adoption of technologies that protect

privacy, such as the use of virtual private networks (VPNSs), privacy-focused browsers, and encrypted

email services.

Drive research in cybersecurity and privacy: Invest in research and development in the field of online

cybersecurity and privacy to proactively address emerging threats and develop effective solutions.

Foster public-private collaboration: Encourage cooperation between the government, businesses, and

civil society to effectively address online privacy and cybersecurity challenges.

Protect individual rights: Ensure that any cybersecurity measure does not violate individual rights,

such as freedom of expression and privacy.

Audits and supervision: Conduct regular audits and supervision of organizations' data collection and

usage practices to ensure compliance with privacy regulations.

Incentives for compliance: Establish appropriate incentives and sanctions to encourage organizations

to comply with online privacy regulations.

Promotion of user responsibility: Educate users about the importance of being aware of their online

security and taking steps to protect their data.

vV VYV VYV VYV V V

Conclusion

Online privacy is crucial to protect the freedom of expression of online users and to ensure that they can access
the Internet without being discriminated against based on their race, gender, religion, or any other factor. Protecting
online privacy is crucial to guarantee individual freedom and the integrity of democracy. It is essential to create
laws and regulations that safeguard the privacy and online rights of users and to educate them about online privacy
and how to protect their personal information. Privacy is a fundamental right that must be protected to ensure
individual freedom and online security.

The use of single-valued neutrosophic numbers for analysis certified the practical use and application of neu-
trosophic set logic. It allowed for the inclusion of uncertainty, indeterminacy, and the use of linguistic terms. The
conclusion drawn was that the alternative "Online Privacy Laws (A2)" has the highest score. Therefore, it is nec-
essary to establish regulations and laws that protect the right to online privacy.

Balancing security and privacy is a constant challenge. In an increasingly interconnected and digitized world,
balancing cybersecurity with privacy protection is an ongoing challenge. Policies and regulations must be flexible
and adaptable to address constantly evolving threats without excessively compromising individual freedoms.
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