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Abstract:

The main goal behind mathematical cryptography is to keep messages and
multimedia messages secret at a time when modern means of communication have
spread and become very diverse.

Fuzzy matrices as strong tools which was defined to deal with incomplete and
uncertain data and many relationships in real life problems especially those which
are related to images and graphs, may considered as important subjects for secret
information and communication.

The aim of this research paper is to present a new model and method for encrypting
2x2 fuzzy matrices using the basic concepts in neutrosophic number theory and El
Gamal algorithm in cryptography, where we generalize El Gamal algorithm to
become applicable to the ring of neutrosophic integer numbers that represents the
studied fuzzy matrices.

On the other hand, we study the applications of the novel algorithm to the
encryption and decryption of some fuzzy relations represented in terms of fuzzy

functions.
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In addition, we illustrate many examples to clarify the validity of the new
algorithm.

Key words:

Neutrosophic integer, fuzzy matrix, fuzzy relation, fuzzy graph, EL-Gamal
crypto-system

Introduction and Preliminaries

The concept of fuzzy logic and fuzzy set was presented by Zadeh [10]. The main
point of fuzzy approach is to deal with a degree for truth and a degree for falsity.
Smarandache has generalized fuzzy ideas by introducing neutrosophic logic [16],
which deals with a degree of truth (T), a degree of falsity (F), and a degree of
indeterminacy (I).

If X is a non-empty set. A fuzzy set (subset) u of the set X is defined as a function u:
X — [0, 1], and if p is a fuzzy subset of a set X. For t € [0, 1], the set X;= {x €
X;u(x) = t}, then pis called a t-level subset of the fuzzy subset p [3].

In the literature, we find many applications and approaches built over the ideas of
fuzzy logic especially in probability, algebra, and graph theory [5, 7, 23].

The concept of fuzzy matrix was introduced in [6], and then it was studied widely
in [8-9, 13], especially the algebraic properties and applications of these matrices.

A square 2 X 2 fuzzy matrix is defined as follows:

a;; Qg2
A<(

= ayy azz) with aij € [0,1]

Mathematical Asymmetric cryptography is a branch of applied mathematics and
theoretical computer science that applies mathematical methods and models to
encrypt messages and multimedia [4]. Many systems and algorithms were
presented such as RSA algorithm and El-Gamal algorithm [4, 15]. In addition, many

attacks and applications of some special numbers can be found in [20-21].

Mohammad Abobala, Ali Allouf, On A Novel Security Scheme for The Encryption and Decryption Of 2x2 Fuzzy Matrices
with Rational Entries Based on The Algebra of Neutrosophic Integers and El-Gamal Crypto-System



21

In [19], the first suggestion of using the generalizations of integers in cryptology
was presented, where authors have suggested the usage of neutrosophic numbers,
split-complex numbers, and dual numbers in cryptology.

Neutrosophic cryptography became known recently by using neutrosophic number
theory in generalizing classical crypto-systems into more complex and powerful
systems. We find a neutrosophic version of RSA and refined El-Gamal
crypto-algorithm [18, 22].

In this paper, we continuo the previous efforts for applying neutrosophic number
theory in cryptology, where a neutrosophic version of El-Gamal algorithm based on
the foundations of neutrosophic number theory will be presented and handled. In
addition, we apply this algorithm to encrypt and decrypt fuzzy 2 X 2 matrices
with rational entries.

First, we recall some important concepts and definitions.

The description of El1 Gamal crypto-scheme:

Assume that we have two sides A and B, the first side A wants to send an
encrypted message to B.

The recipient B picks a large prime number p and a generator 1 < g <p — 1, then
B picks x that 0 < x <p — 2 and computes X = g*(mod p). The number x is kept
as the secret key suppose that A wants to send (m) as a message to B.

A should pick 0 <7 <p—2and compute R = g"(mod p), the shared key K is
computed as follows K = X" (mod p).

A encrypts the message as follows S = m X k, and sends the encrypted message to
B asaduplet (R,S).

The second side B decrypts the message by using her/his secret key x as follows
m=R*XS.

Definition: (Neutrosophic integers) [1]
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Let R be any ring, I be an indeterminacy with the property 12 =I. Then R(I) = {a +
bl;a,b € R} is called a neutrosophic ring.

If R=Z is the ring of integers, then Z(I) ={a+bl;a,b € Z} is called the
neutrosophic ring of integers. Elements of Z(I) are called neutrosophic integers.
Theorem: (neutrosophic congruencies) [1]

Let x =a+ bl,y = c+ dl,z=m+ nl be three elements in Z(I). Then x = y(modz)
if and only if

a =c(modm),a+ b =c+ d(mod m+n).

Theorem: (neutrosophic powers) [2]

(a + b = af + [[(a + b)*** — a“].

Definition [2]

Let Z(I) = {a + bl; a,b € Z} be the neutrosophic ring of integers, we say that a +
bl <c+dl ifandonlyif a<canda+b <c +d.

Z(I) is a partially ordered set with the previous relation.

Main Discussion

Neutrosophic Version of EL-Gamal algorithm:

To build a neutrosophic version of EL-Gamal Algorithm, we substitute each integer
t by a positive neutrosophic integer t; +t,1; t; >0,t; +t, > 0.

The recipient (B) picks a neutrosophic positive integer p = p; + p,I, where
p1, D1 + D, arelarge primes.

(B)picks a generator 0< g=g,+ gl <p=py+p,l—1,1ie ggs<p;—1, g +
g2 <p1t+p—1

(B) picks 0<x=x;+xI<p=py+pl—2 , ie x;<p;—2, x;+x,<p; +
p2 — 2 and then computes X = g*(mod p) = g,*(mod p1) + I[(g1 + g.)*(mod p; +
p2) — 91" (mod py)].

The publish key is (g, X).

Assume that (4) will send m = m,; + m,I to (B).

(4) should pick 0 <r =1 + 1,/ <p =p; + p;I — 2 and compute:
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R = g"(mod p) = g, (mod p,) + I[(g1 + g2)™ "2 (mod p; + p;) — g1 (mod p,)] =
ty + tyl.
The shared key
K = X"(mod p)
= g1x1r1 (mOd pl)
+1[(gy + g2) D TH) (mod py + p,) — 91517 (mod py)| = ky + kol
(4) encrypts its message as follows:
S=mxk=my+myl)(ks; + kyI) = miky + I(mk, + myk, + myk,)
The other side (B)decrypts the message as follows:
m = R™*(mod p); R™' = t; ™" (mod p,) + I[(t; + t;) ™" (mod p, + p;) — t;”'(mod p;)]
Example.
Consider that (B) has picked p = p; + p,I =5 + 61, the generator g = 3 + 2] =
g1 + 921, the secret key x = x; + x,1 = 2 + 51.
K = g*(mod p) = 32(mod 5) + I[57 (mod 11) — 3%2(mod 5)] =4+ I[3—4] =4 —1,
the publick key is (g,X) = (3+ 21,4 1)
Assume that (A)has decided to send m = 4 + 4] to (B).
(4) picksr =1 + 1,1 = 2 +1 and computes:
R = g"(mod p) = 3?(mod 5) + I[53(mod 11) — 32(mod 5)] = 4 + I[5 — 4] = 4.
The shared key K = X"(mod p) = 4*(mod 5) + I[33(mod 11) — 4*(mod 5)] = 1 +
I[5—1]=1+4] = ky + kyl.
The encrypted message
S=mxk=@A+4D(1+4) =4+1(16 + 4 + 16) = 4 + 36l.
(B) decrypts the message as follows:
m = R™*.s (mod p), where:
R™'=4"Y(mod5) + 1[4 *(mod 11) — 47 (mod 5)] =4+1(3—-4) =4 —1
m = R™*.s (mod p) = (4 — )**51. (4 + 361)(modp)
= [4%2 + 1(37 — 4%)](4 + 361)(modp)
= (16 + 2711)(4 + 361)(modp) = (64 + 874161)(modp) = 64(mod 5) +
1[(87416 + 64)(mod 11) — 64(mod 5)] = 4 + (8 — 4) = 4 + 4.
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Which is the plain text.
Example.
Consider the (B)has picked p = p; + p,I = 13 + 61, the generator g = g, + g,/ =
5 + 31, the secret key is x; + x,/ = 6 + 3I.
X = g*(mod p) = 5%(mod 13) + 1[8°(mod 19) — 5°(mod 13)] = 12 + I[18 — 12]
=12+ 6]
The public key is (g,X) = (5 + 31,12 + 6I).
Assume that (A) has decided to send m = 10 + 1 to (B).
(4) picks r; + 1,1 = 3 + 2] and computes:
R = g"(mod p) = 53(mod 13) + I[8°(mod 19) — 53(mod 13)] = 8 + I[12 — 8]
=8+ 41
The shared key:
K = X" (mod p) = 123(mod 13) + 1[18°(mod 19) — 123(mod 13)] = 12 +
I[18 — 12] = 12 + 61 = ky + ky.
The encrypted message is:
S=mxk=(10+012+6I) = 120 + I(60 + 12 + 6) = 120 + 78I.
(B) decrypts the message as follows:
R™! =8"1(mod 13) + I[127*(mod 19) — 8 *(mod 13)] =5+ 1(8 = 5) =5+ 31
m = (R™1)*S (mod p), we have (5 + 31)°*3!. (modp) = [5° + 1(8° — 5°)](modp)
= 5%(mod 13) + 1[8°(mod 19) — 5°(mod 13)] = 12 + (18 — 12) = 12 + 6]
(120 + 78I)(modp) = 120(mod 13) + 1[198(mod 19) — 120(mod 13)]
=3+(8—-3)=3+5I
m = (12 + 61)(3 + 5I) = (36 + 601 + 18] + 30I) = (36 + 1081)(mod p) =
36(mod 13) + I[144(mod 19) — 36(mod 13)] = 10 + I[11 — 10] = 10 + I.

Which is the plain text.
Fuzzy Matrices as Neutrosophic Points:
Definition:

Let A be a fuzzy 2 X 2 matrix
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;n Qg2
Aay aza)
az1 Q22
Then A can be written in term of a 2-dimensional neutrosophic point as follows:
Ay = (a11 + agzl, azq + azl).
Example:

Consider the following fuzzy matrix:

A 09

0.91).
The encryption/decryption of a fuzzy 2 x 2 matrix:

), then A can be written in the following form: Ay = (0.3 +0.21,1 +

Let A be a fuzzy 2 X 2 matrix with rational entries

=(Zi ZZ), assume that the sender (X) has decided to send the matrix A to the
recipient (Y) as a cipher text.

As a first step, (X) should transform the fuzzy matrix A to a 2-dimensional
neutrosophic point

Ay = (a11 + ag31, ay1 + ayyl), then (X) picks a weight w € Z* with the property
Wayq, Way,, Wai,, Way, € Z1. This implies that w(ay; + ay,0), w(ay, + az,l) € Z(I),
and (X) should send w to (Y).

The recipient (Y) generates the public key as we explained above in neutrosophic
El-Gamal algorithm, and shares his/her key with (X).

(X) decrypts the w(ay; + ag1),w(ay; + ayl) by using the key, and sends the
cipher neutrosophic point to (Y).

(Y) decrypts the message as we have shown previously, and divide it by the weight
w. Then (Y) rearranges the values into matrix rows to get the plain text.

Example:

We explain the validity of the novel scheme by the following example.

Consider the following fuzzy matrix:

0.3 0.2 . ) _
A=(0.1 0.4), then A can be written in the following form: Ay = (0.3 + 0.21,0.1 +

0.41). (X) picks w=10 and computes the new point wAy = (3 + 21,1 + 4I), thaen (X)
shares w=10 with (Y).

Assume that the recipient (Y) has generated the public key as follows:

Consider the (Y)has picked p = p; + p,I = 13 + 61, the generator g = g; + g,I =

5 + 31, the secret key is x; + x,/ = 6 + 3I.

X = g*(mod p) = 5°(mod 13) + 1[8°(mod 19) — 5°(mod 13)] = 12 + I[18 — 12]
=12+ 61

The public key is (g,X) = (5 + 31,12 + 6I).
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(X) will send wAy = (3+ 21,1+ 4I) to (V).
(X) picks 1y + 1,1 = 3 + 2] and computes:
R = g"(mod p) = 53(mod 13) + 1[8°(mod 19) — 53(mod 13)] = 8 + I[12 — 8]
=8+ 41

The shared key:
K = X"(mod p) = 123(mod 13) + I[18°(mod 19) — 123(mod 13)] = 12 +
I[18 — 12] = 12 + 61 = ky + ky.
The encrypted message is:
S=wAy xk=(3+2[,1+4(12+ 6]) = (36 + 541,12 + 781).
(Y) decrypts the message as follows:
R™' =8 1(mod 13) + I[12~(mod 19) — 8~1(mod 13)] = 5+ [(8 —5) = 5 + 3I

m = (R™1)* x S (mod p),we have (5 + 31)°*3 (modp) = [5° + 1(8° — 5°)](modp)
= 5%(mod 13) + I[8°(mod 19) — 5°(mod 13)] = 12 + (18 — 12) = 12 + 6I.
On the other hand, (36 + 541,12 + 781)(mod p) = (36(mod 13) + I[90(mod 19) —
36(mod 13)],12 (mod 13) + 1[90(mod 19) — 12(mod 13)])=
(10 + 41,12 + 2I).
The plain text is wAy = (12 + 61).(10 + 41,12 + 2I)(mod p) = (120 + 1321,144 +
1087)(mod p) = (120(mod 13) + I[252(mod 19) — 120(mod 13)], 144(mod 13) +
1[252(mod 19) — 144(mod 13)]) = (3 + 21,1 + 41).

Now, (Y) should divide the plain text by w=10, and rearrange it as rows of a matrix

to get:

a(p7 od)

A Comparison between El-Gamal algorithm and neutrosophic El-Gamal
algorithm:

Since fuzzy matrices may have entries such as 0 or 1, then the encryption by using
classical El-Gamal algorithm may be easy to be broken. Meanwhile, transforming
them to neutrosophic points keeps the information secret. We explain it through the

following example.
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Example:

Consider the following fuzzy matrix:

A=(0(')3 004), then A can be written in the following form: Ay = (0.3,0.41). (X)

picks w=10 and computes the new point wAy = (3,4I), then (X) shares w=10 with
(Y).

Assume that the recipient (Y) has generated the public key as follows:

Consider the (Y)has picked p = p; + p,I = 13 + 61, the generator g = g; + g,/ =

5 + 31, the secret key is x; + x,/ = 6 + 3I.

X = g*(mod p) = 5°(mod 13) + 1[8°(mod 19) — 5%(mod 13)] = 12 + I[18 — 12]
=12+ 6l

The public key is (g,X) = (5 + 31,12 + 6I).

(X) will send wAy = (3+ 21,1+ 4I) to (V).

(X) picks r; + ;I = 3 + 2] and computes:

R = g"(mod p) = 53(mod 13) + I[8°(mod 19) — 53(mod 13)] = 8 + I[12 — 8]
=8+ 41

The shared key:

K = X" (mod p) = 123(mod 13) + 1[18°(mod 19) — 123(mod 13)] = 12 +

I[18 — 12] = 12 + 61 = ky + ky.

The encrypted message is:

S =wAy x k = (3,4)(12 + 6I) = (36 + 181, 72I).

(Y) decrypts the message as follows:

R™! =8"1(mod 13) + I[127*(mod 19) — 8 *(mod 13)] =5+ 1(8 —5) =5+ 31

m = (R™1)* x S (mod p),we have (5 + 31)%*3 (modp) = [5° + I(8° — 5°)](modp)

= 5%(mod 13) + I[8°(mod 19) — 5°(mod 13)] = 12 + (18 — 12) = 12 + 6l.

On the other hand, (36+ 181,72I)(mod p) = (36(mod 13) + I[54(mod 19) —

36(mod 13)],0 (mod 13) + I[72(mod 19) — 0(mod 13)])=

(10 + 61, 151).
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The plain text is wAy = (12 + 61).(10 + 61,15I)(mod p) = (120 +
1681, 2700 (mod p) = (120(mod 13) + I[288(mod 19) —
120(mod 13)],0(mod 13) + I[270(mod 19) — 0(mod 13)]) = (3,41).

Now, (Y) should divide the plain text by w=10, and rearrange it as rows of a matrix

to get:
A=(063 0(.)4)‘

On the other hand, if (X) has ciphered his numbers with classical El-Gamal
algorithm, then he gets 0 as a cipher text twice, that is because when he computes
S =(0)xk =0 which is equal to the plain text. Meanwhile, when he uses
neutrosophic formulas, he gets (10 + 61,15/) which is different from the original
message. From this point of view, we can say that the usage of neutrosophic
numbers and neutrosophic El-Gamal algorithm is better that using classical
algorithm only, especially in the case of ciphering 0 and 1 entries.

Applications to fuzzy relations

Let X = {x1,x,},Y = {y1,y,} be two sets with two elements, with a fuzzy relation
R(X,Y) defined on X as follows:

fl-j(xi, yj) = a;j € [0,1]. Then this relation can be represented as a fuzzy 2 X 2

matrix
11 Qg2 . . . :
A=(a21 azz), so that by using neutrosophic El-Gamal algorithm we can encrypt it

as a secret message.

We clarify that by the following example.

Example:

Assume that we have two men m,, m,, and two hospitals H,, H,. Suppose that the
tirst man goes to the first hospital in 30% of cases of illness, and in 70% of cases, he
goes to the second hospital.

As for the second man, he goes to the first hospital in 90% of cases, and he goes to

the second hospital in 10% of cases.
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Then, we can represent this information as a fuzzy relation, f(m,, H;) = 0.3,
f(ml, Hz) = 0.7,f(m2, Hl) = 0.9,f(m2, Hz) = 01

So, it can be described by the following fuzzy matrix with rational entries:

Ay o1)

Then A can be written in the following form: Ay = (0.3 + 0.71,0.9 + 0.11). (X) picks
w=10 and computes the new point wAy = (3 + 71,9 + I), then (X) shares w=10 with
(Y).

Assume that the recipient (Y) has generated the public key as follows:

Consider the (Y)has picked p = p; + p,I = 13 + 61, the generator g = g; + g,I =

5 + 31, the secret key is x; + x,/ = 6 + 3I.

X = g*(mod p) = 5°(mod 13) + 1[8°(mod 19) — 5°(mod 13)] = 12 + I[18 — 12]
=12+ 61

The public key is (g,X) = (5 + 31,12 + 6I).

(X) willsend wAy = (3+71,9+1) to (V).

(X) picks r; + 1,1 = 3 + 2] and computes:

R = g"(mod p) = 53(mod 13) + I[8°(mod 19) — 53(mod 13)] =8 + I[12 — 8]
=8+ 4l

The shared key:

K = X" (mod p) = 123(mod 13) + 1[18°(mod 19) — 123(mod 13)] = 12 +

I[18 — 12] = 12 + 6] = ky + k1.

The encrypted message is:

S=wAy xk=3+79+1)(12 + 6I) = (36 + 1441,108 + 72I).

(Y) decrypts the message as follows:

R™! =8"1(mod 13) + I[127*(mod 19) — 8 *(mod 13)] =5+ 1(8 —5) =5+ 31

m = (R™1)* x S (mod p),we have (5 + 31)°*3(modp) = [5° + 1(8° — 5°)](modp)

= 5%(mod 13) + 1[8°(mod 19) — 5°(mod 13)] = 12 + (18 — 12) = 12 + 6I.

On the other hand, (36 + 1441,108 + 721)(mod p) = (36(mod 13) +

1[180(mod 19) — 36(mod 13)], 108 (mod 13) + 1[180(mod 19) — 108(mod 13)])=

(10 — I, 4 + 5I).
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The plain text is wAy = (12 +61).(10 — 1,4 + 5I)(mod p) = (120 + 421,48 +
114I)(mod p) = (120(mod 13) + I[162(mod 19) — 120(mod 13)],48(mod 13) +
1[162(mod 19) — 48(mod 13)]) = 3+ 71,9 + I).

Now, (Y) should divide the plain text by w=10, and rearrange it as rows of a matrix

to get:
_(0.3 0.7 . . o
A—( 0.9 0 1). This means that (Y) is able to reform the secret fuzzy relation in the

original form

f(my, Hy) = 0.3,

f(my,H,) = 0.7, f(m,, H;) = 0.9, f(m,, H,) = 0.1.

Conclusion

In this paper, we have used the basics of neutrosophic number theory and classical
El-Gamal crypto-system to build a new version, which we call neutrosophic
EL-Gamal algorithm.

In addition, we use the novel algorithm to encrypt and decrypt messages that
contain 2 X 2 fuzzy matrices with rational entries.

On the other hand, some application of decrypting fuzzy relations and fuzzy
functions, which can be represented as 2 X 2 fuzzy matrices with rational entries
were presented and illustrated by examples.

In the future, we aim to find algorithm to encrypt and decrypt n X n fuzzy matrices
with rational entries by using neutrosophic algebraic structures.
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